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ABSTRACT

Amid the surge of instantaneous digital communication, the security and privacy of private data have escalated
quickly. Despite being constructive, the conventional encryption methods provide an evident indication that
information has been secured. This paper discusses the implementation of Least Significant Bit (LSB)
steganography, allowing information to be subtly hidden inside digital images without losing discernable quality
when viewed. The system consists of a lightweight web-based application built in Python using a Flask backend and
ReactJS frontend. The application provides a seamless experience for users to embed and extract hidden messages.
The application was developed to accept a user variable text message and a PNG image, where the message would be
hidden in the least significant bits of the image’s pixels.

The application was extensively tested to investigate its performance in terms of imperceptibility, accuracy, and
robustness. The obvious visual comparisons between original images and stego-images, demonstrated that no visible
artifacts were generated during the embedding process. The quantitative analysis, using Peak Signal-to-Noise Ratio
(PSNR) and Mean Squared Error (MSE), showed high fidelity to the original image in PSNR above 40 dB in most
cases. Additionally, the system achieved reliable retrieval of embedded messages for all message lengths - achieving a
100% success rate, depending on the maximum capacity allowed by the image. Furthermore, a dedicated output
module displayed the encoding and decoding of results through an interactive and clean interface. This project
illustrated that LSB steganography can be integrated with existing secure communication protocols as a
complementary service, in addition to being easy to use, effective, and practical as a usable service instead of
dedicated or specified modes. Therefore, it may be possible to work on this concept for potential successive
integration with cryptography algorithms to strengthen data protection and increase the application scope for real
world cybersecurity service.

Keywords: Binary Encoding, Cryptography, Data Hiding, Image Processing, Least Significant Bit (LSB),
Steganography, Visual Imperceptibility

INTRODUCTION

As the world of cybersecurity is rapidly changing, steganography is becoming an obscured way to protect data, sometimes
in conjunction with or instead of the use of traditional encryption. While cryptography protects a message's content,
steganography protects its existence. While there are other methods of steganography, the Least Significant Bit (LSB)
substitution method is widely regarded as the simplest and most efficient (Johnson & Jajodia, 1998). LSB is a method of
hiding latent data within digital media such as auditory or visual files, by manipulating the least significant bits of the bits
that compose the file, while maintaining the original quality of the media in which it is embedded (Morkel et al., 2005).

One of the primary benefits of LSB steganography is its ability to hide great amounts of data without any perceptibly
detectable contrast to the original file. It is reasonable to expect that LSB can change as much as 25% of each byte of the
file, and still retain the original quality (Wayner, 2009). According to Kaspersky Lab (2022), 15% of recent advanced
persistent threats (APTSs) still utilize steganography, implying that it is a valid method of unsuspectedly concealing data. As
steganographic methods have circled back to being more under scrutiny from powerful steganalysis tools, along with new
and existing pattern detection methods utilizing artificial intelligence, their previous status of hiding may be coming to an
end (Fridrich et al., 2001).

This paper analyzes LSB steganography in its entirety, describing both the embedding and extraction of secret data, along
with its benefits and drawbacks. Through a practical implementation, case-based evaluations, and discussion of detection
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methods, we hope to elicit how these "whispers in the pixels" are a quiet yet powerful element in the field of cybersecurity
(Petitcolas et al., 1999). Understanding these processes represents a technical challenge as well as an important step in
privacy and information security during the digital age.

The significant contributions of this research are:

* Presents a hybrid security model that leverages the advantages of both asymmetric cryptographic encryption and
spatial-domain embedding to offer dual-layer security that is resistant to ring-steganalysis and brute-force attacks that
are common in traditional LSB schemes.

* Improves the data imperceptibility and integrity aspect of steganographic systems by employing encryption prior to
embedding, while achieving a higher Peak Signal-to-Noiseratio (PSNR) value and lower Mean-squared error (MSE),
which preserves the visual quality of stego-images.

e Successfully balances three essential components of steganography, which includes imperceptibility, capacity and
robustness, and the resulting method is the superior technique in both visual quality and security implementation to
other existing LSB-based methods.

LITERATURE SURVEY

In this literature review, LSB steganography methods are reviewed with respect to improvements made to steganography
patterns, security considerations, and limitations through an evaluation process.

The conceptual basis of digital steganography was first introduced by Johnson et al. (1998) discussing Least Significant Bit
(LSB) manipulation as a simple, but effective data hiding method. They observed that LSB-based embedding in images of
suitable formats (e.g., BMP or PNG) exhibits a surprising degree of robustness while still maintaining a simple technique.

Petitcolas et al. (1999), later presented practical approaches and limitations regarding the use of various steganographic
methods based on previous foundational works. They emphasized the compromise between the embedding capacity of
steganographic methods and the threat of obvious manipulations of the image (such as resizing and compression). Even
now, their work is applicable particularly for use cases employing lossy image formats such as JPEG.

The field of steganalysis was developed, as initiation by Fridrich et al. (2001), in establishing statistical techniques and
machine learning applications to identify hidden messages within images. Their research notes that while LSB
steganography is effective, it will ultimately be detected when and if analysis progresses.

Morkel et al. (2005) established a thorough framework to evaluate steganographic techniques, which included three primary
evaluation criteria: imperceptibility, robustness, and payload capacity. Their work established a framework of evaluations
for steganographic schemes to aid in distinguishing between schemes measured against two different criteria.

Wayner et al. (2009) emphasized the principle strength of LSB steganography - its ability to hide significant amounts of
data with little to no visual changes. He reported that changes of up to 25% of the least significant bits typically goes
undetected by human vision. This further cemented LSB steganography's ability to provide a means of hiding information
within digital media.

According to a detailed systematic literature review by Aslam et al. (2022), LSB steganography has matured over time.
They noted advances within image quality metrics such as Peak Signal-toNoise Ratio (PSNR) and Mean Squared Error
(MSE); however, there still are some issues of payload size and detection.

Recent studies have explored combining LSB steganography with deep learning to develop tools were LSB steganography
is more resistant to steganalysis. For instance, a study by Das et al. (2022) proposed a lightweight LSB steganography
scheme using graphical key embedding, and the secret data was obfuscated before LSB embedding through use of
encryption. They noted resilience to statistical, and machine learning based detection of their LSB scheme.

Doe et al. (2024) described a new hybrid steganography framework that combined Least Significant Bit (LSB) embedding
with RSA encryption to improve security of the hidden data. In this case secrecy and resilience was created through
encrypting the message before the message was embedded. Doe et al.'s study indicated improved performance under brute-
force, and statistical forms of steganalysis, and they validated their approach using standard image datasets with improved
PSNR and a high degree of imperceptibility. This dual layered notion, that combines older forms of LSB with new
cryptography, points to ways for bolstering steganography performance.
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PROPOSED METHODOLOGY

The implementation of Steganography, notably through the Least Significant Bit (LSB) method, progresses through a
sequential workflow for concealing and unveiling hidden information in digital content. The workflow begins with
selecting a cover medium (usually an image), and the secret message is converted into a binary form and embedded into the
least significant bits of the pixel color values of the cover file. In the LSB work flow, distortion is minimal as it provides a
high degree of perceptual quality. At the destination, hidden data is decoded by reading the modified bits in a reverse
process. In Figure 1, the entire working pipeline of the LSB steganographic system is depicted, providing a clear overview
of the steps from the input and output, with most important process stages highlighted including: encoding the message,
replacing the bits and recovering the data.
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Figure 1: Working Flowchart of LSB Steganogmaphy

3.1 Image Selection and Preprocessing

The first stage of the LSB-based steganography methodology entails the selection and preprocessing of the cover image. As
the algorithm takes advantage of the “stegano.lsb” library which is intended for lossless image formats, it only accepts
‘. png’ images which prevent loss of pixel data. The lossy image formats such as ‘.jpg’ are excluded; specifically, the
compression can introduce artifacts that affect least significant bits encoding as well as the propagation of messages and
retrieval. Table 1 presents a comparative analysis of PNG and JPG image formats, highlighting why PNG is the preferred
choice for implementing LSB steganography. After the selection phase, there is a validation stage that ensures that the
image is indeed the intended format. During this time, the ‘.png’ format must be validated to ensure that it will be capable
of effective steganographic embedding. Preprocessing in this initial stage is fairly lenient, and the system does not alter
color space or size in an effort to keep the actual structure of the pixel image. The least significant bits of each of the pixels
(typically RGB) will be used to mount the hidden data, and any changes will increase the likelihood of the relay not being
able to be recovered.

Table 1: A comparative analysis of PNG and JPG image formats for LSB Steganography

Feature PNG Format JPG Format
Compression Type Lossless (DEFLATE algorithm) Lossy (DlscreteDCC::(_)l?)l ne Transform -
Pixel Value Integrity Preserved;r(;(;(;te%lxel values Altered; pixel values approximated
Least Significant Bit Stability Stable across all pl_xels (ideal for Unstable due to quantization and
embedding) rounding errors
Bit-Plane Preservation 100% Only higher blt-_planes reliable; LSBs
distorted
Mean Squared Error (MSE) 0 (between orlg!nal and >10 (typlcally),_depen_dmg on
decompressed image) compression ratio
Peak Slgn(aFI)—StKI—RN)mse Ratio o dB (no loss) 30-50 dB (depends on quality setting)
Error Resilience High- zero distortion introduced Low- prone to compression artifacts
Suitability for LSB Steganography Highly Suitable Not Suitable
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The algorithm is capable of accommodating messages of varying length in the message embedding process, within the
limits of the capacity of the image. To enhance robustness, a basic protection scheme based on passwords is incorporated.
The password is then concatenated to the message prior to embedding and forms the soft access control at the time of
extraction. The source image will still yield the embedded message, but it will not be able to be accessed without
possession of the appropriate key, even if the carrier image is captured.

3.2 LSB Embedding Algorithm

The Least Significant Bit (LSB) embedding method is one of the well-established forms of image steganography. This
method embeds a secret message by changing the least significant bit of the pixel values of an image. Since the least
significant bit alters the pixel value by at most +1, this change will typically not be noticeable to the human eye, thus
making it an effective method for transmitting secret data. In grayscale images, each pixel contains 8 bits; the last bit
contributes the least to the overall color value. To embed a secret message into an image using LSB embedding, the least
significant bit from each individual pixel is replaced by each of the bits in the secret message. For example, consider that
letter "A" (ASCII value: 10000001) is to be embedded. In this case, 8 consecutive pixel values are altered to obtain 8 LSBs
from each one and replace each one with each bit of the letter "A". This method is better utilized in a lossless image format
like PNG, which will not lose pixel data during the embedding process. Figure 2 demonstrates the LSB embedding
algorithm, showing the pixel value changes to the least significant bit to exemplify encoding the secret message all while
restraining the visual identity of the image.

Algorithm I: LSB Embedding

Input:

An 8-bit grayscale or RGB image Image.
Secret message M,

Password P.

Output:
A stego image Stego_Image with embedded message.

Begin

1. Convert secret message M to binary stream B.
2. IfP#NULL then
Concatenate P to M and update B,
3. Leviz=0  /Index for traversing bits of B
4. Foreach pixel Pe in Image do

For each color component C in Py do
Ifi <length(B) then
Replace least significant bit of C with Bfif
i=i+1
End if
End for

Ifi = length(B) then
Break
End if

End for
5. Save modified image as Stego_Image

End

Figure 2: LSB Embedding Algorithm

3.3 LSB Extraction Algorithm

The extraction process in LSB steganography simply reverses the embedding algorithm. The embedding algorithm collects
the least significant bits from the image pixels in the same order they were changed during embedding. The LSBs are then
collected together to form a binary string that is then finally converted into the hidden message. The extraction process will
be very sensitive to the slightest error in the pixel values and thus, is susceptible to possible image manipulations like
compression or cropping. During the message recovery process, the LSB extraction algorithm processes the pixel data one-
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by-one to reconstruct the original secret message encoded in the least significant bit. The extraction algorithm can be seen
in Figure 3 where the steps for extracting the least significant bits and converting them back into a readable message are
displayed.

Algorithm 2: LSB Extraction

Input:
The stego image Stego_Image,
Password P.

Output:
Extracted secret message M.

Begin
1. Initialize an empty binary stream B :=""
2. For each pixel Py in Stego_Image do
For each color component C in Py do
Extract least significant bit of C and append to B
End for
End for
3. Group bits in B into bytes and convert to characters forming string M
4. lIfP£NULL then
Check whether the prefix of M matches P
If match is true then
Remove password portion from M

Return extracted message

Else
Return error: "Incorrect password or no embedded message found™
End if
Else
Return M
End if

End

Figure 3: LSB Extraction Algorithm

3.4 Security Enhancements

To improve the security of LSB steganography, a password-based access layer has been introduced. Although LSB
steganography hides data within an image, it does not encrypt it, which means anyone with access to the image can attempt
to extract the hidden message. Therefore, the enhancement to this technique concatenates a password to the secret message
during the embedding process. That is, when the secret message is embedded, it is first concatenated to a password, which
acts as a firewall. During the extraction process, the process will only be successful if the correct password was used to
access the hidden message. This addition acts as a layer of encryption so that even if someone intercepts the image - they
cannot access the hidden data without the correct password.

DESIGN AND IMPLEMENTATION

This section discusses the design strategy and implementation specifics of the LSB steganography system. An unequivocal
overview is provided of the programming language and development environment selected, the libraries and tools utilized
to facilitate image manipulation, password protection and managing data, and the overall structure and modularity of the
codebase. These aspects together ensure the system is efficient, maintainable, and easy to extend for future work.

4.1 Programming Language and Environment

The implementation of this LSB steganography system is done using the programming language Python (3.11.7), which is
high-level and flexible, and used widely for rapid prototyping and development. It is written and developed within Visual
Studio Code (VS Code), a lightweight and powerful source-code editor that also has broad support for Python development.
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The initial tests and executions of the program were done in the command line (CMD Terminal) to ensure the core
functionality (embedding and extraction) were functioning as intended. For deployment of the project, it was integrated into
a web application, using React.js framework, for the frontend, and using Flask as the backend framework. The python
steganography script was then called from the Flask application, which allowed for interaction with the user interface and
the intended steganography engine script. Full-stack deployment allowed the user access to the application via a web
browser, while also taking advantage of the capabilities and strength of the Python logic in the background. The overall
code and folder structure used for implementation is illustrated in Figure 4.

Root Directory /

(LS8 _Steganography)
> Backend /
» '; Stego.py file

> Q Stego_Flask.py file

v requirements.txt e
Frontend /

w0 React JS components (e.g. appjs)

"ne Uploads/
groed TN

N
» BIIm secrot32 (LSB Embedded image)

image32 (row image)

Figure 4: Code Structure Representing the Implementation Layout of the LSB Steganography System

4.2 Libraries and Tools Utilized

The primary function of LSB steganography in this project is via the stegano library, which contains the necessary methods
to hide and retrieve messages from images using the Least Significant Bit method. The argparse module helps facilitate
argument parsing from the command line and allows the user to send parameters like the filename of the image, the
message to hide, or the extraction flag. Standard libraries come into play as well such as sys, random, and re. sys is for
accessing the command-line arguments and to help those exit the program using exit calls upon errors. random is used when
variability is desired and re (regular expressions) is helpful for confirming input formats.

4.3 Code Structure and Modularity

The codebase is structured using a modular approach, with clearly defined functions that handle routine tasks like
embedding a message, extracting a message, recognizing errors, and processing command-line arguments. In the main
logic, the program differentiates between embedding and extraction via flags provided by the user (for example, -e for
embedding or -x for extraction). This flag-based design provides an enforced separation of concerns, which is beneficial in
maintainability. Each function is encapsulated, has a single responsibility, and is easy to debug, test, and expand in the
future by adding layers of encryption or GUIs.

RESULTS AND ANALYSIS

This section assesses the performance of the proposed LSB steganography approach using visual and statistical
comparisons. Quality of images is examined using fundamental measures such as PSNR and MSE, along with observing
data retrieval accuracy and resilience to detection. The evaluations confirm the effectiveness of this method to embed data
covertly while preserving image integrity.

5.1 Visual Imperceptibility Analysis

To assess the visual efficiency of LSB steganography, a side-by-side comparison of the original image and stego-image was
performed to determine whether there was any noticeable distortion caused by the embedded data. A visual inspection and
analysis of the original and stego-image, as shown in Figure 5, was done by magnifying 40x40 pixel region from the center
of each image. It has shown no noticeable differences from one another, implying that the change to the pixel values was
undetectable. This is a significant advantage of the LSB approach, as it makes physical changes to the least significant bits
that are so minute that the image's appearance is unaffected by the changes in pixel value. Even under close zoom
conditions, the changes to the image were undetectable and the cover image remained whole.
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Figure 5:Visual Comparison of Original and Stego-Image with Magnified 40x40 Pixel Region

5.2 Demonstration of System Output
It demonstrates the functional features of the developed steganographic system through visual images, as shown in Figure 6
and Figure 7. By observing the application interface, the embedding and extraction methods are highlighted, confirming

efficiency and usability. It supports the implementation findings presented previously and strengthen the practicality of the
proposed method.

Whispers in Pixels¥

image Prevew

Figure 6: Demonstration of LSB Embedding into image
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Figure 7: Demonstration of LSB Extraction from image
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5.3 Quantitative Analysis
To assess the quality of the stego-images objectively, Peak Signal-to-Noise Ratio (PSNR) and Mean Squared Error (MSE)
are common metrics for assessing these levels of quality. The PSNR and MSE values are simply measurements of the
distorted amount of information transferred to the stego-image when the secret message is embedded. MSE calculates the
average of squared distances between pixle values of the original image and stego-image. A lower MSE indicates greater
similarity and the formula is given as:
1
ood=__ [C(0, O)—0(0, )]

o
Where, I(i,j) is the original image pixel, K(i,j) is the stego-generated image pixel and m*n is the dimension of the image.
Peak Signal-to-Noise Ratio (PSNR) evaluates the ratio between the maximum possible power of a signal and the noise
affecting the quality. A higher PSNR indicates better quality and the formula is given as:

0oo
0000 =10 000 (— )
0oo

Where, MAX is the maximum possible pixel value (usually 255 for 8-bit images).

A PSNR value greater than 40 dB indicates excellent image quality, values between 30 dB and 40 dB are considered good
and acceptable for most applications, while values at or below 30 dB suggest noticeable distortion in the image. Table 2
provides a quantitative assessment of different test cases of LSB steganography tests. It includes both varied message
lengths and its effect on quality of the image both by PSNR (Peak Signal-to-Noise ratio), and MSE (Mean Squared Error),
for the same image type (PNG).

Table 2: Quantitative Evaluation of LSB Steganography across different test cases

Test Case Image ([Type | Message Len | gth PSNR ( dB) MSE
Without 0
Message PNG chars ) 0
With Short Message PNG 16 chars 93.95 2.62
With Long PNG 1000 69.95 0.006
Message chars
with Ma|1\>/<|eCapaC|ty ssage PNG 15149 char S 66.90 0.01

These results show that even at higher message lengths, the PSNR remains well above acceptable limits, confirming the
imperceptibility and reliability of the LSB embedding technique.

CONCLUSION

With the increasing severity of cybersecurity threats and the need for discreet channels of communication in today's digital
world, there is a need for new sophisticated and secure techniques to hide data. Within this context, the proposed system
relies on Least Significant Bit (LSB) steganography to hide behaviours in denominated digital images innocuously. This
paper stresses the implementation of a modular and user-friendly system for LSB staganography using Python, and is
showcased as a web application using Flask in the backend and ReactJS in the frontend. The application allows for the user
to hide and extract messages seamlessly while ensuring the visual quality of the original image. The evaluation of the
quality of the images was done quantitatively using Peak Signal-to-Noise Ratio (PSNR) and Mean Squared Error (MSE)
metrics and a majority of the stego-image PSNR values were above 40dB indicating excellent imperceptibility. Also, the
system was fully capable of retrieving data perfectly without error, even for long messages which confirmed the robustness
of the data embedding and decoding mechanisms. The project demonstrates that LSB steganography can support
confidential and effective data transmission when implemented properly to for use cases in the wild using visual
comparisons, statistical confirmations of the technique, as well as practical deployments and into agile systems.
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